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« Cryptography and key distribution methods
« Quantum key distribution: protocols and state-of-the-art
« Use of QKD keys in real telecom networks

« Applications of QKD
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Cryptography and key
distribution methods
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Cryptography (from ancient Greek: (kryptos) "hidden, secret" and
(graphein), "to write") is the practice and study of techniques for
secure communication in the presence of third parties called adversaries
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How does it work?

ASCII CODE, every letter is composed by 8 bits
Hey-> “01001000 01100101 01111001”"

Hey Bob, do you

want to know the
name of the best

Hey Bob, do you
want to know the
name of the best city
in the world?

city in world?
Encryption —) m —) Decryption

1T

key

key

A key is a string of bits
”“1010110110101.."
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12 x 13 = 156 easy to do, but very very difficult to guess.
The number 156 can be divided by 2,3,4,6,12,13,26,39,52,78

’

=
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Public key Private key
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Classical physics

v
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oy S0 everything IS fine? Tthe powers of quantum computer

Quantum physics
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Quantum
computer

Creator: IBM Research | Credit: Graham Carlow Photography
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Time to break an encryption key
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Dimension of the encryption key
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Quantum Kkey distribution:
protocols and state-of-the-art




Quantum key distribution

= exploit quantum mechanics laws for establishing symmetric secure keys

= single photons/weak coherent pulses transmission for create quantum keys and classical
channel for send encrypted messages

= unique ability to detect eavesdropping in real time in the quantum channel

Eavesdropper

Quantum H i Quantum

transmitter : : receiver
Quantum channel

V. Scarani, et al., Reviews of Modern Physics, 81(3) (2009)
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A photon can be polarized in one direction — it represents a bit (O or 1)

——  horizontal

T vertical
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Uses photons

Each photon carries a bit

through its polarization

Sender and receiver choose
bases independently

Detectable spy

Heisenberg guarantees every
interception leaves traces

Secure key

The shared key is
mathematically unbreakable
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State of the art of QKD
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Terrestrial link SoTA
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Reliability and Security. 2021.
P. Horoschenkoff, et al., arXiv:2503.21186 (2025)
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Science..

Home News Journals Topics Careers

Science Science Advances  Science Immunology  Science Robotics  Science Signaling  Science Translational Medicine

Quantum reach

Entangled photon pairs sent
from space to Earth

C. BICKEL/SCIENCE: SATELLITE MODEL CREDIT
JAN-WE! PAN

1,538-nm
RPD

-

_ - Li, Y., Cai, WQ., Ren, JG. et
J.Yin et al., Science 356 (1140) al. Microsatellite-based real-time

J. G. Ren et al., Nature 549 (70) quantum key distribution. Nature (2025)
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il Underwater QCs SoTA
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Use of QKD keys, and
application of QKD
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Encrypted channel

o ETSI GS QKD 014; 004;
o Cisco SKIP; Nokia STD; BaseJump, etc..

>
“k

KME channel
KME 13 |0 arl

Classical channel

! I

QKD QT| eee
Quantum channel
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24| pese The first intergovernmental quantum communication between three countries

In August 2021, QTI supported the
implementation of the intergovernmental

quantum communication during the G-20

on Digitalization.

It was the first quantum transmission

between three countries, connecting Trieste,

Ljubljana and Rijeka.

. Switch (trusted node)
Relay (trusted node)

. Final user

% OpenStreetMas contributers

« BB84 protocol-time bin encoding with decoy-state (up to 30 dB);

« operating with single/duplex fiber (C/0 band)

[Deploying an inter-European quantum network, D. Ribezzo et al., Advanced Quantum Technologies, 2200061, 2022]
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« 13 June 2024, Apulia =
« QKD link between Borgo Egnazia and Fiera di Bari (~ 80Km)
 Real-world application - Telsy Encryptors

CORRIERE DELLA SERA \ )
==TIM

Quotidiano - Dir. Resp.: Luciano Fontana
Tiratura: 182710 Diffusione: 231167 Lettori: 1750000 (DS0001186)

Sussurri & Grida
Tiin, connettivita per il G7

Tim fornira servizi di connettivita mobile e di si-
curezza per il G7 di Borgo Egnazia.

Connectivity

TIM for the G7 Summit

Connectivity and cybersecurity will be the
focus of the summit to be held from 13 to

15 June

G7 ITALIA

https://www.gruppotim.it/en/group/about- 2024
us/news/TIM-for-the-G7-Summit.html
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“The truth |s everyone is confused by quantum physics”
i Dawd Walton Superposition

Quantum ' lf,» UNIVERSITA
Telecommunications =0, DEGLI STUDI
Italy o\,
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